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1] B0 1] 1] &0 &0
50 50 50 50 &0 50
50 &0 &0 &0 &0 @

IRESNTLWSROAHASH

IRESNTLWAROAEAEH

IRESNTLWEIROAHAETH




(2)

@

Alarm CH Level

AR ET—=2T74)

SerialNur 0DS4412051

[Main]1.
. T70c

Version
[All01.2
0

Date Time

Date Time

31/03/20 20:26:44
31/03/20 20:26:50
31/03/2020:27:23
31/03/20 20:28:02
31/03/20 20:28:35
31/03/20 20:29:14
31/03/20 20:29:47
31/03/20 20:30:26
31,/03/20 20:30:59
31/03/2020:31:38
31/03/2020:32:11
31,/03/20 20:32:50
31/03/20 20:33:23

@ ~vHER

Message Status
System Record Start

Alarm 1
Alarm 1
Alarm 1
Alarm 1
Alarm 1
Alarm 1
Alarm 1
Alarm 1
Message DEMO @
Alarm 1
Alarm 1

System Record Stop

(*+xdme.csv)

R R R

Status

H occurrence

H recovery

H occurrence

H recovery
r@

H occurrence

H recovery

H occurrence

H recovery

1 H occurrence ®

1 H recovery

RHRT—2DIRERE]. MainNN—U 32, TAIN—Cav EHALET,
@ ARV FT—45 (Z8)
ERTPICHAE LB MEHMIEH. [REF v RILI. BHRLAL), REIZHEALFET,
¥ EBRICOVTIE, AMREIRSBHEEZSRBLTIZEL,
@ ARVET—42 (Ayt—2)
EPICRELIAVvE—DDIAYyE—DFHE], AyE—CRAB
¥ AvEg—TITO0TIE, RARKGRAZESBL TS,

SerialNur 0DS4412051

(3) ZEBRBHT 74 Il  (wkkdms.csv,*kkdss.csv)

Date

Comm

ent

Operatorl No.0001 05/04/2017 18:47:56 TEST fin.
05/04/2017 18:48:23 confirmed @

[Main]1.
70b
Version ®
[Al]01.2
0
Status User name Note
Signl Pass
Sign2 Pass Engineer John
Sign3 Pass Administrator Bob

@ ~vHER

05/04/2017 18:49:48 Approved

EHRT—ADMEERES]. Man/N—>av), TAINN—Sa v EHALED,

@ EalER

EREHRE LT TELKEE) .
HEZEMIZDOWTIE, 53418 EL | 28BL TS,

rE4&E] .

MEEXF] .
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b 21 CFR Partll ERZEI1F HRERE A2 TAHEED RGBT
§11.10. Controls for closed systems.
§11.10. (a) Validation of systems to ensure accuracy, reliability, consistent | x JExti
intended performance, and the ability to discern invalid or | BEHRIZEDVATLDEENNKETT,
altered records.
§11.10. (b) The ability to generate accurate and complete copies of | ORI
records in both human readable and electronic form suitable for | 28T —2XIME DA F)T—2ELTRESN TS
inspection, review, and copying by the agency. Persons should | Y. R PC Y7k 7lExSec Viewer|ZERTHZ&
contact the agency if there are any questions regarding the | TRk T—2NDEIE. BEEIIHOMHER. FIR., T—42D
ability of the agency to perform such review and copying of the | B1THEMNFIEETT,
electronic records.
§11.10. (c) Protection of records to enable their accurate and ready | X JExtiE
retrieval throughout the records retention period. BERIZELIEENDETYT,
IHVRR—MEREEERAL., BT — 20N NvY
ToTET>TLESLY,
§11.10. (d) Limiting system access to authorized individuals. Oxtit
A—HE NRIT—F LRLIZKBTIERHIRER
T, J%K 20 BDOTHAIUEERTHENAIEETT,
Fl LR A=Y | OFTAOUMIKLT, BIEE
B ORIRE#NTEHIELAIBETY
§11.10. (e) Use of secure, computer-generated, time-stamped audit trails | O}
to independently record the date and time of operator entries | EX & FFBMEAEICKY  BEQTNERBRHE I TLE
and actions that create, modify, or delete electronic records. | 3, ;28T —2 &R ITNAFURKTHASKES . T
Record changes shall not obscure previously recorded | —2DHRIAEAREEINI=BEE. T—2DORBAEN
information. Such audit trail documentation shall be retained for | HR7%&<%51=6 . X1 7HEEMNAIEETT .
a period at least as long as that required for the subject
electronic records and shall be available for agency review and
copying.
§11.10. (f) Use of operational system checks to enforce permitted | X JEXiE
sequencing of steps and events, as appropriate. BERICEIEENVETY,
§11.10. (g) Use of authority checks to ensure that only authorized | Otk
individuals can use the system, electronically sign a record, | 1—H &, /NRAT—F LARIZKDT IR HIBRE%
access the operation or computer system input or output | [T. &K 20 BDTHIUIEZETHENTRETT,
device, alter a record, or perform the operation at hand. F LRI A= 1 OFTAIUMIFLT, BIEE
B O#IRZE#ITHIELAIEETY,
§11.10. (h) Use of device (e.g., terminal) checks to determine, as | X JExthi
appropriate, the validity of the source of data input or | BEHICKDIEENBETT,
operational instruction.
§11.10. (i) Determination that persons who develop, maintain, or use | X JEXiG
electronic record/electronic  signature systems have the | BEHICLZEEALETY,
education, training, and experience to perform their assigned
tasks.
§11.10. (j) The establishment of, and adherence to, written policies that | X JEXth
hold individuals accountable and responsible for actions | HEEHICEDEEANETT,
initiated under their electronic signatures, in order to deter
record and signature falsification.
§11.10. (k) Use of appropriate controls over systems documentation | X JEXIEE
including: BERIZELIEENDETYT,
(1) Adequate controls over the distribution of, access to, and
use of documentation for system operation and maintenance.
(2) Revision and change control procedures to maintain an
audit trail that documents time-sequenced development and
modification of systems documentation.
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§11.30. Controls for open systems.
§11.30. Persons who use open systems to create, modify, maintain, or | X JEXIEE
transmit electronic records shall employ procedures and | 8EH#HICLSZEENBETY,
controls designed to ensure the authenticity, integrity, and, as | ¥aEEFa )T eI —XRRTLTT,
appropriate, the confidentiality of electronic records from the
point of their creation to the point of their receipt. Such
procedures and controls shall include those identified in
811.10, as appropriate, and additional measures such as
document encryption and use of appropriate digital signature
standards to ensure, as necessary under the circumstances,
record authenticity, integrity, and confidentiality.
§11.50. Signature manifestations.
§11.50. (a) Signed electronic records shall contain information | OX kG
associated with the signing that clearly indicates all of the | R PC Y7k 7lExSec Viewer| E CEFE R AIAE
following: TY. BFERERELTIX. BRIKE(Pass/Fail), B
(1) The printed name of the signer; 2. BEABRK. AAMLGYET 1 DOREHET—2IC
(2) The date and time when the signature was executed; and 3BAFETHELNAHETT,
(3) The meaning (such as review, approval, responsibility, or
authorship) associated with the signature.
(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3)
of this section shall be subject to the same controls as for
electronic records and shall be included as part of any human
readable form of the electronic record (such as electronic
display or printout).
§11.70. Signature/record linking.
§11.70. Electronic signatures and handwritten signatures executed to | Ot
electronic records shall be linked to their respective electronic | EFE A (. ELFT—2LBEBMIC IS, —EE
records to ensure that the signatures cannot be excised, | BZ T HLBIRT A EIFHEFEFEA VU ISNTINS
copied, or otherwise transferred to falsify an electronic record | 1=&. Bll&&HZWNEIE—FBILIETEFE A,
by ordinary means.
§11.100. General requirements.
§11.100. (a) Each electronic signature shall be unique to one individual and | QX
shall not be reused by, or reassigned to, anyone else. BFEAIL.BRLIZTHOULDARETHY . ES
BflE. OV AR EDNRBREICEYET, Fz. —FLA
WDTFAIUDEZLEZEILTEHIELARETY,
§11.100. (b) Before an organization establishes, assigns, certifies, or | X JExtit
otherwise sanctions an individual's electronic signature, or any | 8EH#ICKZEEALETY,
element of such electronic signature, the organization shall
verify the identity of the individual.
§11.100. (c) Persons using electronic signatures shall, prior to or at the time | X JERIEE
of such use, certify to the agency that the electronic signatures | HEHKICKSBEEANLETT,
in their system, used on or after August 20, 1997, are intended
to be the legally binding equivalent of traditional handwritten
signhatures.
§11.100. (1) The certification shall be submitted in paper form and signed | X JExtit
with a traditional handwritten signature, to the Office of | BEHIZLIZEENBETY,
Regional Operations (HFC-100), 5600 Fishers Lane, Rockville,
MD 20857.
§11.100. (2) Persons using electronic signatures shall, upon agency | X JExtit

request, provide additional certification or testimony that a
specific electronic signature is the legally binding equivalent of
the signer's handwritten signature.

BERIZFHEENDLETY,
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§11.200. Electronic signature components and controls.
§11.200.(a) Electronic signatures that are not based upon biometrics shall: | (1), (2) : Ox i
(1) Employ at least two distinct identification components such | A—H&&/XXT—FEVNI2DDERDMAEHEE
as an identification code and password. BAUWT7IERFIRET>TVET, =, ZOHAED
(i) When an individual executes a series of signings during a | EDERIFZILESNTWET . E4BEEERLETOTY
single, continuous period of controlled system access, the first | T RFIBEREANTEIENROONET,
signing shall be executed using all electronic signhature
components; subsequent signings shall be executed using at | (3): x JEXFH
least one electronic signature component that is only | BEH*ICKZEENKETT,
executable by, and designed to be used only by, the individual.
(i) When an individual executes one or more signings not
performed during a single, continuous period of controlled
system access, each signing shall be executed using all of the
electronic signature components.
(2) Be used only by their genuine owners; and
(3) Be administered and executed to ensure that attempted
use of an individual's electronic signature by anyone other than
its genuine owner requires collaboration of two or more
individuals.
§11.200.(b) Electronic signatures based upon biometrics shall be designed | x JExIEE
to ensure that they cannot be used by anyone other than their
genuine owners.
§11.300. Controls for identification codes/passwords.
§11.300. (a) Maintaining the uniqueness of each combined identification | QX
code and password, such that no two individuals have the | AR TlE. I—VHENXT—FDMAEHLEDESR
same combination of identification code and password. IFEZIELTWET,
§11. 300.(b) Ensuring that identification code and password issuances are | QX
periodically checked, recalled, or revised (e.g., to cover such | /SAT—FOESHRIL 1~365 B TERICHKETEE
events as password aging). T BMEARYINE GG & RID/SRT—FA R
EHRERIDNRT—FOANSBELLGYFES,
§11. 300.(c) Following loss management procedures to electronically | % JEx}iG
deauthorize lost, stolen, missing, or otherwise potentially | $EHICLIEENBETY,
compromised tokens, cards, and other devices that bear or
generate identification code or password information, and to
issue temporary or permanent replacements using suitable,
rigorous controls.
§11. 300.(d) Use of transaction safeguards to prevent unauthorized use of | OXii
passwords and/or identification codes, and to detect and report | FIERY A UFFLEEL T, /ISAT—FDAHIRAS 10 [E
in an immediate and urgent manner any attempts at their | E# 3 DER/RDTHIUDOT A R1ED 24 BEREEE
unauthorized use to the system security unit, and, as | lkEhZE3,
appropriate, to organizational management.
§11. 300.(e) Initial and periodic testing of devices, such as tokens or cards, | X JEXIIG

that bear or generate identification code or password
information to ensure that they function properly and have not
been altered in an unauthorized manner.

BERICESEENDETY,
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